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Cyber risk in the new hybrid working 

environment
Dr Stephen Hill

Dr Stephen Hill

Introduction

• Every organisation is responsible for ensuring cybersecurity

• The ability to protect information systems from impairment or
even theft is essential

• Implementing effective security measures will not only offer
liability protection; it will also increase efficiency and
productivity…
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Cyber risk is not just an IT risk, it is an enterprise, strategic, 
commercial, and organisation-wide risk

Cyber risk could include:

Cyber threats, social media, mobile devices, massive data storage, 
artificially intelligent products, the Internet of Things (IoT), privacy 
requirements, and continuity of business-as-usual and more…

Cyber Risk

Dr Stephen Hill

Quote for the Day

“One of the main cyber-risks is to think they don’t exist. The other is to try to treat all
potential risks.

Fix the basics, protect first what matters for your business and be ready to react
properly to pertinent threats”

Stephane Nappo
Global Head Information Security Société Générale
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What are the biggest 
cyber threats facing 
you and your business 
today?

Dr Stephen Hill

Source: MonsterCloud, Top Cyber Security Experts Report: 4,000 Cyber 

Attacks a Day Since COVID-19 Pandemic

Alarming Rise in Pandemic-Related Cybercrime

67% of IT leaders predict an increase in targeted phishing

emails in which cybercriminals take advantage of the

transition back to working in the office

Microsoft reports that pandemic-themed phishing and

social engineering attacks have jumped by 10,000 a day

Cyber security experts report that ransomware attacks

are up by 800%
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If Cyber Crime Were a Country

Threat Maps
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Victims of cyber attacks experience a variety of losses:

CUSTOMER PROTECTION

FINANCIAL COST

COMPANY REPUTATION

CAREER DAMAGE

PRODUCT PROTECTION

Why Should I Care About Cybercrime?

Dr Stephen Hill

9

10



AIB 2020

Dr Stephen Hill 6

Dr Stephen Hill

What to Expect in 2021/2?

▪ The cloud will remain a top target

▪ Hackers constantly target opportunistic gaps in a cloud platforms' security structures 

▪ Ransomware incidents are predicted to get worse

▪ Attacks will be targeted towards individuals, schools, hospitals, and small businesses 
as opposed to large corporations 

▪ Weaponised AI 

▪ Hackers can use AI to develop constantly mutating malware that can mimic legitimate 
programs to avoid detection 

▪ The implementation of 5G

▪ Higher speeds mean faster attacks…

Dr Stephen Hill

1. Optimism Bias: “It won’t happen to me”

2. Passwords: Still too easy to crack

3. Software updates: “We push them to the back 

burner”

4. Email Complacency: Spotting a fake is NOT obvious

5. Lack of basic network security protection (not using 

two factor authentication)…

Key Reasons Cyber Attacks Are Possible
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A PERPETRATOR’S STORY
MAKSIM VIKTOROVICH YAKUBETS

’Cybercriminals are recruited to Russia’s national cause

through a mix of coercion, payments, and appeals to

patriotic sentiment,’ reads a 2017 story from The

Register about security firm Cybereason’s analysis of the

Russian cybercrime scene.

‘Russia’s use of private contractors also has other benefits in

helping to decrease overall operational costs, mitigate the

risk of detection, and gain technical expertise that they

cannot recruit directly into the government. Combining a

cyber-militia with official state-sponsored hacking teams

has created the most technically advanced and bold

cybercriminal community in the world.’

Source: The Register, “Russia is struggling to keep its 

cybercrime groups on a tight leash,” June 2017

Dr Stephen Hill

A Victims Story
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Where is the 
Opportunity?
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REMOTE WORK & CYBER SECURITY

36% of organisations have dealt

with a security incident due to an

unsecured remote worker.

With the rise in hybrid and remote work, IT

security focus has shifted from the perimeter,

network, and firewalls to endpoints, end users,

and email as the first line of remote defence.

ENDPOINTS

54% of IT decision makers are worried 

remote workers will bring infected 

devices and malware into the office. 

EMAIL

Since the onset of the pandemic, 

employees are clicking on 3x as many 

malicious emails as they were before. 

END USERS

86% of UK businesses haven't had training 

or awareness sessions on cyber security in 

the last 12 months, as of early 2021. 

Sources: OpenVPN, Tessian, Mimecast, National Cyber Security Centre
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▪ Be safer with strong passwords

▪ Know what needs to be 
protected

▪ Using public Wi-Fi – warning!

▪ Ramp up your security 
awareness

▪ Guard your login credentials

▪ Use a VPN

▪ Be smart and ratchet up your 
security outlook…

Dr Stephen Hill

The Challenge

▪ Remote work is a real challenge for information security because
this kind of work environment doesn’t typically have the same
safeguards as in the office

▪ Performing in the office, employees follow the layers of preventive
security controls

▪ When their computers leave the office and individuals work from
home, new risks arise, and additional security policies seem
essential…
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The data found that over 
half of 18–24-year-olds 
are more worried about 
meeting deadlines than 
exposing their 
organisation to a data 
breach, suggesting a 
growing level of apathy 
that may well result in 
fatal errors…

https://www.hrgrapevine.com

Dr Stephen Hill

Working from Home

Do’s & Don’ts Guide

https://www.globalsign.com/en/blog/infographic-remote-work-

and-security-7-dos-and-donts
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As we return to work just be 
cautious of existing and new 
scams that affect us on the 
move!
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WiFi Hotspots
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MALWARE, WORMS,

AND VIRUSES

PASSWORD ATTACKS

DIRECT 

ASSAULTS

DDOS ATTACKS

RANSOMWAREPHISHING

SPYWARE & 

EAVESDROPPING

TROJAN HORSES

SNEAK 

ATTACKS

SME
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Common Misconceptions

AN ATTACK/BREACH 
WON’T HAPPEN TO US.

Misconceptions are reflected in what SMEs are saying:

WE’RE TOO 
SMALL TO BE 
TARGETED.

WE HAVE 
ANTI-VIRUS 
SOFTWARE.

WE DON’T HAVE 
ANYTHING HACKERS 

WANT.

OUR DATA IS IN 
THE CLOUD. 

(SO IT’S SAFE RIGHT?)

‘
’

‘
’ ‘

’

‘
’

‘
’

Malware
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Malware

• “Malware” is the shortened form for ‘malicious software’, which is
intrusive software, used to perform actions such as interrupting
computer operations and obtaining sensitive information

• Acquiring access to private computer systems and brandishing
unsolicited advertising are also characteristic of Malware…

Dr Stephen Hill

https://uk.pcmag.com/windows-10/124501/windows-10-flaw-lets-malware-disguise-itself-as-legit-software
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What is Ransomware?

Ransom malware, or ransomware, is a type of malware that
prevents users from accessing their system or personal files and
demands ransom payment in order to regain access.

The earliest variants of ransomware were developed in the late
1980s, and payment was to be sent via snail mail.

Today, ransomware authors order that payment be sent via
cryptocurrency or credit card…

Ransomware

Source: malwarebytes.com

Dr. Stephen Hill
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WannaCry

Dr Stephen Hill

Ransomare 2020
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In 2020 Travelex the money

exchange firm was hit with a

file-encrypting malware attack

which shut down its internal

networks, website and apps

for several weeks

Reportedly Travelex paid a

ransom of $2.3 million in BTC

to the dark actors to regain

access to their data and

restore services…

Dr Stephen Hill

• Norsk Hydro the Norwegian energy

company experienced a ransomware

attack in 2019, it refused to pay

• Instead, the company decided to

consult supply chain cybersecurity

experts to inspect 30,000 employee

credentials and get to the root of the

attack

• By taking responsibility and steps to

better protect their systems in the

future, the company saved reputational

damage and put themselves in a better

position if another attack occurs…
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WHEN IT COMES TO 
RANSOMWARE ATTACKS, 

MSPs* REPORT THE COST 
OF DOWNTIME IS 

WHAT IS THE IMPACT OF DOWNTIME?

53X
GREATER THAN THE 

RANSOM REQUESTED

DATA’S RESALE VALUE DOESN’T 
MATTER WHEN IT COMES TO 
RANSOMWARE

Ransomware attackers don’t need to be able to 

monetise stolen data, they just need the victimised 

business to require their data enough to pay to get 

it back.

‘20% of MSPs reported that SMEs were forced to 

pay a ransom in order to return to normal business.’

* Managed Service Providers

Source: Datto 2020 State of the Channel Ransomware Report

Dr Stephen Hill

59% 
HEALTHCARE

Industries most susceptible to ransomware due to COVID-19:

OF MSP’s* REPORT

MOST SUSCEPTIBLE 

TO RANSOMWARE

50% Finance/Insurance

45% Government

41% Professional Services

36% Education

35% High Technology

35% Legal

29% Non-Profit

29% Energy/Utilities

27% Retail

25% Construction/Manufacturing

23% Real Estate

22% Travel Transportation

22% Telecom

22% Media/Entertainment

18% Consumer Products

17% Architecture/Design

7%   Other

* Managed Service Providers

Source: Datto 2020 State of the Channel Ransomware Report

INDUSTRIES AFFECTED
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28%
of MSPs* report 

ransomware 
attacks in 

SaaS 
applications 

RANSOMWARE IN OFFICE 365 IS ON THE RISE

Of the 28%:

18% of all ransomware is targeting Office 365 data

64%
of MSPs report 
attacks within 

Office 365
(up 49% in 2018)

* Managed Service Providers

Source: Datto 2019 State of the Channel Ransomware Report

Dr Stephen Hill

There is a clear perception gap

60%
Of MSPs* report 

ransomware 
attacks against 

SMEs in 2020

84%
of MSPs are 

concerned with 
ransomware

30%
of SMEs report feeling 

“Very Concerned” 
about ransomware  

But only

* Managed Service Providers

Source: Datto 2020 State of the Channel Ransomware Report

Common Misconceptions
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Ransomware Advice
https://www.nomoreransom.org

Dr Stephen Hill

Should I pay the 
ransom?

The National Crime Agency 
generally advise not to pay the 
ransom, as there is no guarantee 
that you will get access to your 
device (or data)...
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What could you do 
to prevent malware?

Dr. Stephen Hill
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Phishing

Dr. Stephen Hill

Email scrutiny -
what would make 
you suspicious?
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• Make it difficult to get 
caught

• The key signs of a 
phishing attack

• What to do if you 
took the bait!

Dr Stephen Hill

Simple 

BUT 

effective
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https://phishingquiz.withgoogle.com

Dr. Stephen Hill

Don’t forget SMS 
Attacks
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The advice is an old one, given by

many others in the past, but one

that needs repeating

“Don't allow your phone, computer,

tablet, or other devices to auto-connect

to a free wireless network while you

are away from home”

“This is an open invitation for bad

actors to access your device. They

then can load malware, steal your

passwords and PINs, or even take

remote control of your contacts and

camera" ...

Dr Stephen Hill

Man-in-the-Middle Attack

• One of the dangers of using a public Wi-Fi network is that data over this type of
open connection is often unencrypted and unsecured, leaving you vulnerable
to a man-in-the-middle (MITM) attack

• MITM is when a cybercriminal exploits a security flaw in the network to
intercept data

• This gives a hacker access to sniff out any information that passes between
you and the websites you visit — details of browsing activities, account logins,
and purchase transactions

• Your sensitive information, such as passwords and financial data, are then
vulnerable to identity theft...
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Rogue Hotspots

• Another risk of using free public Wi-Fi is that you may be connecting via a rogue
hotspot

• This is an open hotspot, usually with a name similar to that of a legitimate
hotspot, which cybercriminals set up to lure people into connecting to their
network

• Once a victim connects to the rogue Wi-Fi hotspot,

• the host hacker can then intercept data and even

• use tools to inject malware into the connected devices…
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What do you need to 
do to stay safe when 
using public WiFi?

Dr. Stephen Hill

https://blog.360totalsecurity.com/en/public-wifi-security-tips-stay-safe-hidden-dangers
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Wifi security tips for home networks 

• Update devices and software & apply security patches

• Disable file sharing

• try to avoid doing this in a public place

• create a directory for file sharing and restrict access to other directories

• always password-protect anything you share

• Install HTTPS Everywhere

• open source browser extension that encrypts communications with
most websites

• Use a VPN…

Dr Stephen Hill

Wifi security tips for home networks 

• Confirm your ISP is up-to-date

• Avoid public wifi hotspots

• Manually check URLs are secure

• HTTP URLs use SSL encryption to protect visitors to the site

• Use secure passwords

• Keep antivirus software up to date

• Use multi-layered security

• Keep your operating system’s firewall updated and use two-factor
authentication to access your internet accounts…
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What is the Dark Net?

• The dark net is an encrypted network built over the internet which requires
specific software and tools to access the network

• The darknet provides privacy to its users

• An example of a darknet is Tor or sometimes referred to as the ‘Onion
router’

• Tor utilises the hidden service protocol to enter everyday internet websites,
but also access many hidden sites that cannot be accessed via conventional
browsers…
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• The dark web is a subset of the deep web

• Can be compared to a World Wide Web of darknets like Tor

• Essentially, sites and services running on the darknet constitute the dark web

• The dark web is often referred to as the seedy underbelly of the internet, with
shady dealings and criminal activity running unchecked

• There are however others who would use the dark web including law
enforcement, journalists, whistle blowers etc…

What is the Dark Net?

“The dark web has become a haven for journalists and whistleblowers like
Edward Snowden, or even activists protesting against authoritarian regimes.”

Dr Stephen Hill

Darknet Markets

• A darknet market or crypto-market is a commercial website on the dark Web
that operates via darknets, such as Tor or I2P

• They function primarily as black markets, selling or brokering transactions
involving:

• Drugs, cyber-arms, weapons, counterfeit currency, stolen credit card
details, forged documents, unlicensed pharmaceuticals, steroids, and other
illicit goods as well as the sale of legal products

• It is the perfect platform to find and buy stolen financial data…

https://en.wikipedia.org
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Social Media
Risks
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Can you name a risk 
linked to the use of 
social media?

Dr. Stephen Hill

Social Media 
Security Threats

Human error

Third-party apps

Phishing attacks and scams

Leaving Footprints

Malware attacks and hacks

Privacy settings

Unsecured mobile phones

Imposter account
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Over-sharing 
Information

Scammers and hackers
often use these details to
create targeted phishing
emails that could expose
your computer to viruses
or get you to reveal login
details for your email
account, social media
profiles, or bank accounts…

Dr Stephen Hill

Fake Accounts/Connection Requests

▪ One of the more elaborate schemes
that’s becoming increasingly popular is
the creation of fake accounts that send
friend or connection requests to users
within the network

▪ Once a fake account is connected to a
user, it’s relatively easy to trick the user
into clicking a malicious link…
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Fake Accounts/Connection Requests

Once a fake account is connected to a user, it’s relatively easy to trick 
the user into clicking a malicious link.

This is just what happened in ‘The Curious Case of Mia Ash’, a fake 
LinkedIn persona that was designed to establish relationships with 
employees at targeted organisations…

Dr. Stephen Hill

Social Media & Metadata Footprints
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Where is 
she??

Follow the evidence
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Key Points to Remember When Using 
Social Media Sites
▪ DON’T over-share personal information

▪ DON’T click on suspicious links or posts

▪ DON’T accept connection requests from people you don’t know

▪ DO use strong, unique passwords for each platform 

▪ DO use two-factor authentication whenever possible

▪ DO regularly check your privacy settings on each social platform

▪ DO check which third-party apps have access to your social media profiles

▪ DO actively monitor your social media accounts

▪ DO educate yourself and your employees on social media attacks and threats

Password Risks
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How a 
Password is 
Hacked
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What makes a secure 

password & do you 

have a password 

policy?

Dr. Stephen Hill

The 
Password 
Dilemma
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Campaign by the 
National Cyber 
Security Centre 

(NCSC)

Dr. Stephen Hillhttps://correcthorsebatterystaple.net
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How Can Businesses Protect Passwords?

The NCSC has outlined four ways that businesses can improve system security:

• ALL corporate web apps requiring authentication have HTTPS in place

• Ensure that any access management systems you manage are protected

• Protect access to user databases

• #ThinkRandom

• Prioritise administrators, cloud accounts and remote users…

Dr. Stephen Hill

Password Advice

• Regular password changing harms rather than
improves security – so AVOID placing this burden
on users!

• BUT – users must change their passwords on
indication of suspicion or compromise
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Email 
Exposed?

https://breachalarm.com

Dr. Stephen Hill

Email 
Exposed?

https://haveibeenpwned.com

91

92



AIB 2020

Dr Stephen Hill 47

Password 
Management

Dr Stephen Hill

▪ According to Keeper Security, 81% of data breaches are due to weak password
security with the average cost of a data breach to a company coming in at $7
million

▪ Password managers let users create hard-to-break passwords and
automatically log in to websites without having to remember those passwords

▪ Many also analyse the strength of passwords, monitor accounts for data
breaches, and provide secure private browsing networks…

Password Managers
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Password Managers

Dr Stephen Hill
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NCSC Password Guidance 

This Guidance is free and available at the NCSC

• Create Strong Passwords

• Keep Passwords Safe

• Use 2FA

• What to do Password Compromised…
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What is Cyber Security? 

Cyber Security is the protection of devices, 
services and networks - and the 
information on them – from theft or 
damage via electronic means. 
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Computer Security - checklist

• Harden your devices

• No matter which OS used always keep it up to date

• Passwords – multi factor authentication

• Limit the number of applications running on a 
device

• Antivirus & Malware

• Use real-time applications

• Run both – anti-malware differs from anti-virus

• Ensure the use of a firewall on mobile devices

• Physical Security

• Consider disconnecting camera(s) and microphone

• Encrypt and wipe devices before recycling 

• Turn off WiFi & Bluetooth…

Dr. Stephen Hill

10 Steps

101

102



AIB 2020

Dr Stephen Hill 52

Dr Stephen Hill

NCSC 

Guidance

Dr. Stephen Hill
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Setting Up New Accounts

• Many organisations will be setting up new accounts allowing staff 
to work from home

• When setting up a new account consider the following:

• Strong passwords

• 2FA (Two-Factor Authentication)*

* Double checking the person trying to login in is genuine…
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How do I set up 2FA?
• Some online services will already have 2FA switched on by default

• The option to switch on 2FA is usually found in the security settings of
the account (where it may also be called 'two-step verification')

• The website www.telesign.com/turnon2fa/tutorials contains 
instructions on how to set up 2FA across many popular online services

• You can also visit the site for more information on 2FA such as Twitter
for example

• https://help.twitter.com/en/managing-your-account/two-factor-authentication…

Dr. Stephen Hill

Data Exposure - Risk & Remedy

• Remote workers are more likely to have their devices stolen (or 
lose them) when they are away from the office 

• Make sure devices encrypt your data which will protect your 
company data on the device if it is lost or stolen

• Today most modern devices have encryption built in, but it may 
need to be turned on and configured

• Most devices include tools that can be used to remotely lock 
access to the device, erase the data stored on it, or retrieve a 
backup of this data. …
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Encryption

• Encryption is the conversion of meaningful text (plaintext) into meaningless
text (cipher text) in a manner that can be reversed by anyone with the
encryption key

• Encryption protects information stored on mobile and static devices and in
transmission

• It is a way of safeguarding against unauthorised or unlawful processing of
data

• Organisations should consider encryption alongside other technical and
organisational measures, taking into account the benefits and risks that it
can offer…

https://ico.org.uk

Dr. Stephen Hill

Staff
Payroll

111

112



AIB 2020

Dr Stephen Hill 57

Dr. Stephen Hill

Dr. Stephen Hill

113

114



AIB 2020

Dr Stephen Hill 58

Dr. Stephen Hill

Mac
FileVault 2

Internet Privacy
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Name the 
browser
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How Transparent 
are You?

https://panopticlick.eff.org
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Think before you Search

• Major search engines tend to use cookies on devices to track
what you are searching for on the Internet and what you might
be interested in

• The main aim of this form of tracking is to profile web users
and use the collected information to send targeted ads

• Privacy is an issue so is Google safe to use?

Dr. Stephen Hill

Careful what you search for … someone could be looking!
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Consider a privacy focused 
search engine such as StartPage

or DuckDuckGo
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Hiding your 
Identity 
Online

Dr. Stephen Hill

Virtual Private Network (VPN)

Source: 360 Total Security
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The Onion 
Router (TOR)

Dr. Stephen Hill

Connecting 
to Tor
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Tor Browser – Firefox Shell

Dr. Stephen Hill

Look at the URL
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Security Verdict

Run TOR Over VPN

• User first connects to the VPN establishing the secure, encrypted tunnel

• The traffic then passes through the Tor network, and after the encrypted data
comes out of the exit node, it’s transferred to the VPN server, before it finally
makes it way to the Internet

• This makes you more anonymous online as the VPN provider can’t see your IP
address, and also keeps you safe from malicious nodes because the data is still
encrypted when it emerges from the exit node of Tor…
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Check Lists

Dr. Stephen Hill

Get into Good Habits – things to check

• Install the latest software and app updates onto all your devices including mobiles and tablets

• They contain vital security updates which help protect your device from viruses and hackers

• Use a strong, separate password for your email account

• Hackers can use your email to access many of your personal accounts, by asking for you password 
to be reset, and find out personal information, such as your bank details, address or date of birth, 
leaving you vulnerable to identity theft or fraud

• Secure your tablet or smartphone with a screen lock

• Give your device an extra layer of security by setting it to lock when you aren't using it

• Always back up your most important data

• Safeguard your most important data such as your photos and key documents by backing them up 
to an external hard drive or a cloud-based storage system…
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• Don’t use public Wi-Fi to transfer sensitive information such as card details

• Hackers can set-up fake WiFi hotspots, which might enable them to intercept sensitive information 
you are transferring online

• Don’t ‘jailbreak’ or ‘root’ your smartphone

• Jailbreaking or rooting turns off software restrictions placed by the manufacturer, allowing you to 
download and install apps which aren’t available through official app stores 

• Beware of fake websites

• Cyber criminals can set-up fake websites to try and get you to share sensitive information, such as 
your bank account details or passwords, or download malware (malicious software) which can infect 
your device and damage or delete the data you have on it

• Never click on suspicious links or attachments

• Beware of suspicious emails. Even if they seem to come from a company or person you know, 
contact them by other means to check they are genuine…

Get into Good Habits – things to check

Dr. Stephen Hill

https://www.ncsc.gov.uk/collection/top-
tips-for-staying-secure-online

https://www.ncsc.gov.uk/information/
infographics-ncsc

NCSC Links
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Recommended Guidance

Dr. Stephen Hill

Data 
Protection
News
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Dr. Stephen Hill

Dr. Stephen Hill

Launch Date
October 5, 2021
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Dr. Stephen Hill

Office 2021 is not like Microsoft
365, which offers a cloud-
based work experience

Office 2021 is a one-time
purchase that provides Office
programs for a single computer
for a single upfront payment.

Thank you
Dr Stephen Hill
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