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Cyber risk in the new hybrid working

environment

Dr Stephen Hill

Introduction

» Every organisation is responsible for ensuring cybersecurity

» The ability to protect information systems from impairment_or
even theft is essential

» Implementing effective security measures will not only offer

liability protection; it will also increase efficiency and
productivity...
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Cyber Risk

Cyber risk is not just an IT risk, it is an enterprise, strategic,
commercial, and organisation-wide risk

Cyber risk could include:

Cyber threats, social media, mobile devices, massive data storage,
artificially intelligent products, the Internet of Things(loT), privacy
requirements, and continuity of business-as-usual and more...
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Quote for the Day

“One of the main cyber-risks is to think they don't exist. The other is to try to treat all
potential risks.

Fix the basics, protect first what matters for your business and be ready toreact
properly to pertinent threats”

Stephane Nappo

Global Head Information Security Société Générale
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What are the biggest —
- cyber threats facing

fou and your business
today? ‘
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Alarming Rise in Pandemic-Related Cybercrime
/' 67% of IT leaders predict an increase in targeted phishing
I:I[l emails in which cybercriminals take advantage of the
transition back to working in the office
®— Microsoft reports that pandemic-themed phishing and
social engineering attacks have jumped by 10,000 a day
_\ : 1 Cyber security experts report that ransomware attacks
are up by 800%
I
Source: MonsterCloud, Top Cyber Security Experts Report: 4,000 Cyber
Attacks a Day Since COVID-19 Pandemic
o Croner-i AIB2927
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If Cyber Crime Were a Country

Gross Domestic Product per country (GDP)
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Threat Maps
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Why Should | Care About Cybercrime?

Victims of cyber attacks experience a variety of losses:

CUSTOMER PROTECTION

&
@ CAREER DAMAGE Em

FINANCIAL COST PRODUCT PROTECTION
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Capital One shares dive after data Reputa
breach affecting 100 million Dan,ag

PUBLISHED TUE, JUL 30 2019.7:52 AM EDT | UPDATED TUE, JUL 30 2019.4:02 PM EDT

@FOIMBERT

KEY ® Capital One says it discovered the breach on July 19, adding the Social Security ‘ a '.ta’
POINTS numbers of about 140,000 credit card customers were compromised, along with p /

80,000 bank account numbers.

® The breach also exposed names, addresses, phone numbers and credit scores,
among other data.

* “This headline is not good one for Capital One,” says RBC Capital Markets analyst
Jon Arfstrom. “We worry about longer term reputational damage and also the
potential for political and regulatory actions, including penalties™
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What to Expect in 2021/2?

The cloud will remain a top target

» Hackers constantly target opportunistic gaps in a cloud platforms' security structures

Ransomware incidents are predicted to get worse

= Attacks will be targeted towards individuals, schools, hospitals, and small businesses
as opposed to large corporations

Weaponised Al

= Hackers can use Al to develop constantly mutating malware that can mimic legitimate
programs to avoid detection

The implementation of 5G
» Higher speeds mean faster attacks...

‘ gmﬂee-go:ea Nm] !0[' 5O'1I Dr Stephen Hill
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Key Reasons Cyber Attacks Are Possible

1. Optimism Bias: “It won't happen to me”
2. Passwords: Still too easy to crack

3. Software updates: “We push them to the back

burner”

4. Email Complacency: Spotting a fake is NOT obvious
5. Lack of basic network security protection (not using

two factor authentication)...
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A PERPETRATOR'’S STORY

MAKSIM VIKTOROVICH YAKUBETS

'Cybercriminals are recruited to Russia’'s nafional cause
through a mix of coercion, payments, and appeals to

MAKSIM VIKTOROVICH YAKUBETS| patriotic senfiment,’ reads a 2017 story from The
R e s Al e i Register about security firm Cybereason’s analysis of the
Russian cybercrime scene.

»r ‘Russia’s use of private contractors also has other benefits in

i helping to de;reose overqll opero’rjonol cos’rs,. mitigate the

et risk of detection, and gain technical expertise Thg’r. they

32?.‘?.’,0‘.;“;{»:;'m’w‘“m, [ cannot recruit directly info the government. Combining a

- - cyber-militia with official state-sponsored hacking teams

has created the most technically advanced and bold
ot s g s o rgnes e s mpen et [ CYOETCTIMIiNGl community in the world.”

Source: The Register, “Russia is struggling to keep its
cybercrime groups on a tight leash,” June 2017

J gmﬂg‘}:;e} Nm] [01_' 50'1[ Dr Stephen Hill

AQEETE A 8 O A

Your computer has been
encrypted

The hard disks of your computer haye been‘encrypted with an military grade encryption
algorithm. It's impossible to,recover your.data:without an-special key.This page will.help

L] (]
you with the purchase of this-kéy and the complete decryption of your cempliter. A V I ct I m s St o ry

@© The pricewill:be'doublediin;

6days 1 3hours 43m|nutes 1 Oseconds

 Start the decryption process
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Facebook is the latest major tech company to let people work from
home forever

The social media giant is letting its employees request to permanently work from
home.
By Shirin Ghaffary | May 21, 2020, 4:41pm EDT

£ W [ suare

THE LATEST

PN

ACHR,

RISCHER HOF

The real stakes of Apple’s battle over
remote work

REMOTE WORK & CYBER SECURITY

— With the rise in hybrid and remote work, IT
36% of organisations have dealt security focus has shiffed from the perimeter,
with a security incident due to an network, and firewalls to endpoints, end users,
unsecured remote worker. and email as the first line of remote defence.

ENDPOINTS EMAIL END USERS
54% of IT decision makers are worried Since the onset of the pandemic, 86% of UK businesses haven't had training
remote workers will bring infected employees are clicking on 3x as many or awareness sessions on cyber security in
devices and malware into the office. malicious emails as they were before. the last 12 months, as of early 2021.

Sources: OpenVPN, Tessian, Mimecast, National Cyber Security Centre

@ Croner-i AJB2021
18

Dr Stephen Hill



AIB 2020

Working remotely

Working remotely s safer, right?

So | need a strong WI-FI
password, right?

INFOSEC.

This sounds like a lot of trouble.
Can | just use someone else’s Wi-Fi?

dont use your wor

What's one thing | can do to
improve my remote security?

Be safer with strong passwords

Know what needs to be
protected

Using public Wi-Fi - warning!

Ramp up your security
awareness

Guard your login credentials
Use a VPN

Be smart and ratchet up your
security outlook...

Dr. Stephen Hill

@ Croner-i AJB2027
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security controls

essential...

The Challenge

= Remote work is a real challenge for information security because
this kind of work environment doesn't typically have the same
safeguards as in the office

= Performing in the office, employees follow the layers of preventive

= When their computers leave the office and individuals work from
home, new risks arise, and additional security policies seem

Dr Stephen Hill

Dr Stephen Hill
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HR Tech Legal HR Strategy Engagement & Performance

'"Ticking time bomb' | Frustrated home workers in
danger of causing IT 'security crisis'

Mon,13Sep2021 News KieranHowells ©

>

Stringent security measures were an immediate concern in the move to home working, as
gaining access to sensitive information and work-based discussions progressed remotely.
However, new data from HP has found that younger workers are growing frustrated over

accessibility.

The data found that over
half of 18-24-year-olds
are more worried about
meeting deadlines than
exposing their
organisation to a data
breach, suggesting a
growing level of apathy
that may well result in
fatal errors...

https://www.hrgrapevine.com

Dr Stephen Hill
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Working from Home
Do’s & Don’ts Guide

A" |

https://www.globalsign.com/en/blog/infographic-remote-work-
and-security-7-dos-and-donts

Remote Work and Security

DO'S & DON'TS

Dr Stephen Hill
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Stop! Don’t Charge Your Phone This Way

You might want to think twice before plugging in at an airport

or on the train.

Juice jacking happens when unsuspecting users plug their
electronic devices into USB ports or use USB cables that have been
loaded with malware.

The malware then infects the devices, giving hackers a way in.
They can then read and export your data, including your
passwords, and even lock up the gadgets, making them unusable.

Juice jacking exploits the fact that somebody doesn’t have a full
battery, said Liviu Arsene, a cyber security expert at BitDefender,
a Romanian cybersecurity and antivirus software company.

mcmmﬂee};g Nm [01' 5a1l Dr Stephen Hill
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Charge Safely

Protect your mobile phone from accidental
syncing and malwarel!

O

View Video

Protect your data

SyncStop prevents accidental data exchange when your device is
plugged into someone else’s computer or a public charging station.
SyncStop achieves this by blocking the data pins on any USB cable
and allowing only power to flow through. This minimizes
opportunities to steal your data or install malware on your mobile
device.

\ S\IHCSJ[OD

SyncStop is the 'cased' version of the original USB Condom. We
listened and spent some time designing and manufacturing our own
enclosure.

SyncStop works with any mobile device:

-
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‘fgm oner-1 Almptual Dr Stephen Hill
26

Dr Stephen Hill



AIB 2020

Dr Stephen Hill



AIB 2020

Eeees) | -

PASSWORD ATTACKS

DDOS ATTACKS

DIRECT
ASSAULTS

=i
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_-" SPYWARE &
EAVESDROPPING
SNEAK
ATTACKS K
§
e MALWARE, WORMS,
e AND VIRUSES
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PHISHING RANSOMWARE
Dr Stephen Hill
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Common Misconceptions

Misconceptions are reflected in what SMEs are saying:

b WE HAVE i OUR DATA IS IN
ANTI-VIRUS THE CLOUD.
SOFTWARE. ! (SO IT'S SAFE RIGHT2)

Pd - = - E : F A S ~
- 1
; ¢ ,
. ! WE DON'T HAVE

WE'RE TOO : ANYTHING HACKERS

SMALL TO BE WANT. 7

TARGETED. 3 :

kAN ATTACK/BREACH
WON'T HAPPEN TO US. ¥

*C“}ﬂ?r 1 AIB%rtual SRl & s i

Malware

a Croner 1
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Malware

« “Malware” is the shortened form for ‘malicious software’, which'is
intrusive software, used to perform actions such as interrupting
computer operations and obtaining sensitive information

» Acquiring access to private computer systems and brandishing
unsolicited advertising are also characteristic of Malware...

‘ gmﬂeeﬂg AIB% jqf_'ga"l Dr Stephen Hill
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Windows 10 Flaw Lets Malware
Disguise Itself as Legit Software

BY MICHAEL KAM T4 JaMN 2020, 8:10 P.M.

The National Security Agency is urging users, especially enterprises, to install the patch from
Microsoft. In the wrong hands, the vulnerability can be used to spoof the digital certificates
software companies use to verify that their applications are authentic.

f W in P

The US National Security Agency has warned
Microsoft about a vulnerability in Windows 10
that can be abused to make malware look like

a legitimate program.

On Tuesday, Microsoft released a patch to fix
the flaw, which also affects Windows Server 20176 and Windows Serwver 20719.
The "spoofing vulnerability” involves the operating system's CryptoAPI, also

known as Crypt32.dll, which can be used to encrypt and decrypt data.

https://uk.pcmag.com/windows-10/124501/windows-10-flaw-lets-malware-disguise-itself-as-legit-software
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Ransomware

What is Ransomware?

Ransom malware, or ransomware, is a type of malware that
prevents users from accessing their system or personal files and
demands ransom payment in order to regain access.

The earliest variants of ransomware were developed in the late
1980s, and payment was to be sent via snail mail.

Today, ransomware authors order that payment be sent via
cryptocurrency or credit card...

C . 02 1 Source: malwarebytes.com
‘ mformﬂg}:;eg Alml rtua l Dr Stephen Hill
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Ransomware Evolved

Sypeng
First Android ransomware
Koler SamSam, Ryuk, BitPaymer,
Reveton First ‘Ransom-worm’ Ransomware32 LockerGoga, Matrix,
AIDS Trojan First screen locker CTB-Locker First JavaScript MegaCortex, Dharma.....
Spread by 20k floppy ransomware, a.k.a. First ransomware to ransomware, encrypts Targeted large scale attacks
disks, sent in the post ‘Police ransomware’ communicate to a C2 Windows, Linux & Mac become common

| | |
© 0000 OO

GPCode Cryptolocker LowLevel04 WannaCry GandCrab, REvil
Used digital currency First ransomware spread by  First ransomware attacks First global ransomware First ransomware
for ransom payments compromised websites and  carried out manually NotPetya targeting IT Service
emails, accepted BitCoin. Tox First nation state Providers
First ‘Raa$’ kit targeted ransomware

SOPHOS
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Qoops, your files have been encrypted! Engish

What Happened to My Computer?

Your important files are encrypted.
' Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

PS8 Can | Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>,
: But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the p ent. After that the price will be doubled.
Also, if you don’t pay in 7 day: u won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
i How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
Y t, click <Check Payment>. Best time to check: 9:00am - 11:00am

512012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

0 n
12t9YDPgwueZ9NyMgw519p7AAB

Contact Us Check Payment

Croner-i AJB2927
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Ransomare 2020

r, izati rei 52% 0
61% wnimsomemanz 65%

) of ransomware only 65% recovered

victims paid threat their data
6dayS 37% wi 35%

companies impacted said the downtime :
never saw their data

lost an average of lasted one week el it 5
’ ; again despite payin
six working days to or more g e payng
; the ransom
downtime

o Croner-i AJB2021
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In 2020 Travelex the money
exchange firm was hit with a
file-encrypting malware attack
which shut down its internal
networks, website and apps
for several weeks

Reportedly Travelex paid a
ransom of $2.3 million in BTC
to the dark actors to regain
access to their data and
restore services...

ol Croner-i AIB2021

=6 s O (D CEEn

 Currency

- Exchange

GREAT DEALS

(ON CURRENCY HERIE

.-
B E R

Travelex Paid $2.3 Million to Ransomware
Gang: Report

Attack Crippled Currency Exchange's Services for Weeks

Dr Stephen Hill

* Norsk Hydro the Norwegian energy
company experienced a ransomware
attack in 2019, it refused to pay

* Instead, the company decided to
consult supply chain cybersecurity
experts to inspect 30,000 employee
credentials and get to the root of the
attack

* By taking responsibility and steps to
better protect their systems in the
future, the company saved reputational
damage and put themselves in a better
position if another attack occurs...

o Croner-i AJB2027

Hackers hit Norsk Hydro with ransomware. The
company responded with transparency

Dr Stephen Hill

Dr Stephen Hill
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WHAT IS THE IMPACT OF DOWNTIME?

WHEN IT COMES TO
RANSOMWARE ATTACKS,
MSPs* REPORT THE COST
OF DOWNTIME IS

53X

GREATER THAN THE
RANSOM REQUESTED

DATA'’S RESALE VALUE DOESN'T
MATTER WHEN IT COMES TO
RANSOMWARE

Ransomware aftackers don't need to be able to
monetise stolen data, they just need the victimised
business to require their data enough to pay to get
it back.

‘20% of MSPs reported that SMEs were forced to
pay aransom in order to return to normal business.’

* Managed Service Providers

Croner i o 2 1 Source: Datto 2020 State of the Channel Ransomware Report
‘ Inform + Advise + Protect Nmrtual Dr Stephen Hill
41
Industries most susceptible to ransomware due to COVID-19:
= =i = — =~ —— — —— — — |
! 1
! 1 50% Finance/Insurance 25% Construction/Manufacturing
: o : 45% Government 23% Real Estate
1 | 41% Professional Services 22% Travel Transportation
: OF MSP’s* REPORT : 36% Education 22% Telecom
: H EALTH CA R E | 35% High Technology 22% Media/Entertainment
0 : 35% Legal 18% Consumer Products
1 MOST SUSCEPTIBLE | 29% Non-Profit 17% Architecture/Design
: TO RANSOMWARE I 29% Energy/Utilities 7% Other
B ____ B 27% Retail
* Managed Service Providers
C . o 2 1 Source: Datto 2020 State of the Channel Ransomware Report
ner-i AIB? |
‘ fnformdvisgprorect I tual Dr Stephen Hill
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28%

of MSPs* report
ransomware
attacks in

Saas
applications

»

__________________

Of the 28%:

647

attacks within

Office 365

(Up 49% in 2018)

e e e e e e e e = e = =

i of MSPs report

RANSOMWARE IN OFFICE 365 IS ON THE RISE

18% of all ransomware is targeting Office 365 data

* Managed Service Providers

Source: Datto 2019 State of the Channel Ransomware Report

Dr Stephen Hill
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60% 84%

Of MSPs* report e e
;?nsgmwo(e t concerned with
GSI(\j/\céssinO%]QIBS ransomware

Common Misconceptions

There is a clear perception gap

about ra

Source: Datto 2020 State of the

But only

307

of SMEs report feeling
“Very Concerned”

nsomwdare

*Managed Service Providers
Channel Ransomware Report

Dr Stephen Hill
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Ransomware Advice

https://www.nomoreransom.org

LR
T Q) pravamszon sovics

additional p; advice

| 1 Disable smb v1 s
2 Instal the Microsoft paiches, s ai

[@ DECRYPTION TOOLS

How to prevent a i

IMPORTANT! Before downloading and starting the solution, read the how-to guide. Make sure you remove the malware
from your system first, otherwise it will repeatedly lock your system or encrypt files. Any reliable antivirus solution can do
this for you.

| mawa

All Ransom (alphabetical order):

> 777 Ransom

> AES_NIRansom

> Agent.iih Ransom

> Alcatraz Ransom e PGLITIE U McAfee laspersky

‘ gmﬂeego;} AIB% 101_'501 Dr Stephen Hill
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Should | pay the
ransom?

The National Crime Agency
generally aadvise not to pay the
ransom, as there is no guarantee
that you will get access to your
device (or data)...

ro -i 21
‘ pfm oner-1 Almptual Dr Stephen Hill
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. What could you do
 to prevent malware? &

- = ]

47

TO PREVENT POTENTIAL
RANSOMWARE ATTACKS

Keep your
computer patched %@ Don’t click the links.
and up to date.

Use an anti-virus Practice safe
scanner. browsing habits.
Use a firewall. % Back up your files.

@ Croner-i AJB2021
8
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Phishing
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what would make
you suspicious?

Dr Stephen Hill
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Phishing attacks

Dealing with suspicious emails.

. . .
Make yourself a Tell tale signs 3
harder target of phishing e &1 L4 a e I I Icu O ge
information from your webelte or Spotiing a phishing emait s §£
Cociamedke stagunte toavess BEComing ncreasiiary Sificult, and
SattalTootpnt that can be. oven e oot carencl waer Canbe
e hegns
otz ety 15 e
el gl caught
Qf St CP momsmareynd
B o ey e s e e o ety
Soanat yeu pot e s St Koyt
1. B aware what your rends, amiy and et 3Py s
L S S ———
e @ =R

® i you nave received an emait which What you'd expect’

PRy E}i’ o The key Signs Of d

"ot woras ke send theze

-
Practical steps you can take -
Your ank (of any other official source)
Open your antivirus (AV) software, and run =

What to do if you've :‘n':;.:"l":wf&"m'.'.‘u.‘!".:“' B} .
already clicked ? e h h tt k
The mostimportant thing to do'e e e e p I S I n g a a C

(o

3Tl con_ Follow any instructions given

been ticked into providing your FRCa chack. coi e e

=) passwors.you shouta change your 9004 10 be true. &
=5 e e S Bronabty s. I7s most unik

S R, | e What to do if you
took the bait!

gmﬂgﬁﬂ Nm’!ot 50' Dr. Stephen Hill
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ATTACHMEN

Contains
Williams, Sarah <swilliam@nnattnj.com> )
Thu 3/26/2020 2:02 PM 23(2):/1150 Staff Survey.pdf

To: John Smith FAKE E-MAIL ADDRE
e  of
Attn All staff, e— T00 GENERIC e nn nteacoT POOR GRAMMAR

This is a ongoing outbreak of deadly virus called coronavirus (CoVID-19). The virus spreading like wide fire and the World Health Organization
are doing everything possible to contain the current situation. The virus which originate in China has hit Europe, America, Asia and Africa. The

government has hereby instructed all organization to i f ly educate and enligt d their employees/staff about the virus in order to SI p e

increase awareness of (CoVID19). I URGENCY ]

ey |
In view with the directives, the institution is currently izing a seminar for all staff to talk about this deadly virus. All employee/staff must

participate and will each required to complete a survey to show your awareness. A recording is provided for the seminar and all must register by
end of work tomorrow. Disciplinary measure will be taken for staff that fails to complete this instruction. Winning this battle is our collective effort.
Kindly follow the link COVID SEMINAR to register and be counted as complete.

effective

Instructions for the staff sur

y is given as attachment in this instruction. We recommend all staff review the steps to make sure all complete this
directive.

BAD LINKS:
http://66.165.152.168/nnatnj.com /covid119seminar/regis

Best Regards,

(0 FAKE E-MAIL ADDRESS
) T0O GENERIC

) BAD LINKS
support@nnattnj.com

IT-Service desk

) URGENCY
Matthijssen Business Systems >
) SYNTAX & GRAMATICAL ERRORS

gmﬂeego:eg Nm }Qf 501/ Dr Stephen Hill
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Can you spot when
you’re being phished?

TAKE THE QUIZ

https://phishingquiz.withgoogle.com

Dr Stephen Hill

o Croner-i AJB20271
53

Don’t forget SMS
Attacks

Dr. Stephen Hill
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WiFi Risks

- _ [ ]
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onlinesecurity

Don’t use public Wi-Fi to
transfer sensitive information
such as payment details

¥4 POLIcE ActionFraud
SPNNNTIOTE o st pokce e

e actiontrmd ok uh e

CYBER AWARQ £ W @cyberprotectuk

Dr. Stephen Hill
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while traveling

FBI: Use your phone's mobile data connection instead.

O n>® §umms

c‘U\

FBI warns against using free WiFi networks

UAE

sCams

Ali Al Shouk, Staff Reporter

Cybercriminals create free WiFi networks in malls to steal data of users

f

m Education Environment Government Yearofthe 50th Health Transport Science

Dubai Police warn of public WiFi

|

ol
Evening:-Standard
CULTURE INSIDER THE ESCAPIST THE REVELLER THE OPTIMIST COMMENT

NEWS ) CRIME

Cyber-criminals ‘hack into free wi-fi
hotspots to get bank details’

57

intercept data

and purchase transactions

vulnerable to identity theft...

Man-in-the-Middle Attack

» One of the dangers of using a public Wi-Fi network is that data over this type of
open connection is often unencrypted and unsecured, leaving you vulnerable
to a man-in-the-middle (MITM) attack

« MITM is when a cybercriminal exploits a security flaw in the network to

» This gives a hacker access to sniff out any information that passes between
you and the websites you visit — details of browsing activities, account logins,

» Your sensitive information, such as passwords-and financial data, are then

Dr Stephen Hill
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CYBERSECURITY LINGO

MAN-IN-THE-MIDDLE-ATTACK

ORIGINAL CONNECTION

[ ] o

VICTIM MITM CONNECTION

e WEB SERVER

J I

ATTACKER

Definition: An approach in which
a hacker poses as a user’s

legitimate destination in order to
intercept communications

Short term: M I T M

Source: slate.com

-1 21
mchnm},%ee.},‘m} mm’ fotua I Dr Stephen Hill
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Rogue Hotspots

» Another risk of using free public Wi-Fi is that you may be connecting via a rogue
hotspot

* This is an open hotspot, usually with a name similar to that of a-legitimate
hotspot, which cybercriminals set up to lure people into connecting to their
network

» Once a victim connects to the rogue Wi-Fi hotspot,

» the host hacker can then intercept data and even
» use tools to inject malware into the connected devices...

Dr Stephen Hill
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=t Public Wifi

Security tips to stay safe from hidden dangers

https://blog.360totalsecurity.com/en/public-wifi-security-tips-stay-safe-hidden-dangers

‘Croner - Almrtual

Dr. Stephen Hill
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Wifi security tips for home networks

Update devices and software & apply security patches

Disable file sharing

» try to avoid doing this in a public place
» create a directory for file sharing and restrict access to other directories
» always password-protect anything you share

Install HTTPS Everywhere

* open source browser extension that encrypts communications with
most websites

Use a VPN...

‘ gmﬂeeﬁg AIB% Prga"/ Dr Stephen Hill
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Wifi security tips for home networks

» Confirm your ISP is up-to-date
» Avoid public wifi hotspots
* Manually check URLs are secure
» HTTP URLs use SSL encryption to protect visitors to the site
* Use secure passwords
» Keep antivirus software up to date
» Use multi-layered security

+ Keep your operating system’s firewall updated and use two-factor
authentication to access your internet accounts...

o Croner-i AJB2021
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Increase in Dark
Markets

What is the Dark Net?

« The dark net is an encrypted network built over the internet which requires
specific software and tools to access the network

» The darknet provides privacy to its users

*« An example of a darknet is Tor or sometimes referred to as the ‘Onion
router’

« Tor utilises the hidden service protocol to enter everyday internet websites,
but also access many hidden sites that cannot be accessed via conventional

browsers... ,
[Or
TorProject.org
J pformﬂ?}:;e} Almhg 50'1/ Dr Stephen Hill
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What is the Dark Net?

* The darkweb is a subset of the deep web
» (Can be compared to a World Wide Web of darknets like Tor
» Essentially, sites and services running on the darknet constitute the dark web

» The dark web is often referred to as the seedy underbelly of the‘internet, with
shady dealings and criminal activity running unchecked

» There are however others who would use the dark web .including law
enforcement, journalists, whistle blowers etc...

“The dark web has become a haven for journalists and whistleblowers like
Edward Snowden, or even activists protesting against authoritarian regimes.”

‘ gmﬂee-go:ea Nm] !0[' 5O'1I Dr Stephen Hill
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Darknet Markets

» A darknet market or crypto-market is a commercial website on the dark Web
that operates via darknets, such as Tor or 12P

» They function primarily as black markets, selling or brokering transactions
involving:

* Drugs, cyber-arms, weapons, counterfeit currency, stolen credit card
details, forged documents, unlicensed pharmaceuticals, steroids, and other
illicit goods as well as the sale of legal products

* |tis the perfect platform to find and buy stolen financial data...

https://en.wikipedia.org
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Born in 1982.

Female selfie holding UK passport + bill

CardPass (2950) (4.85y¢) ('@ 146/4/9)
B0.00916 (€52)

Worldwide

Worldwide

Yes

Product description

Female selfie holding UK passport + utility bill + separate passport scan.
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onion

¥ Refrally @ Quality contro

> & Support

bikcoin

* AU 10 favorites

Info

Vendor

@ Any questions about the offer? Amoun

I Digital goods

< Escrow

[Pack id] Scan French CNI + Passeport réel de la méme personne
@ Descrption O Refund policy & Vendor Inf

Pack de scans : Carte d'identité Francaise + Passeport Frangais réels de la méme personne.
Valides et jamais utilisés.
Idéal pour ouvrir des comptes Czam , Pcs et bien d'autres_

Scans : real French National ID + real French Passport of the same person , never sold and never used
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Can you name a risk b

nked to the use of
socnal media? —_—

p Croner = AIB%rtual

+ Advise

Leaving Footprints SO.C|aI Medla
Security Threats

Malware attacks and hacks

Third-party apps
Human error

Phishing attacks and scams
Privacy settings

Imposter account

Unsecured mobile phones

Dr. Stephen Hill
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The information you share can often answer security questions. Which information do people share the most?

b3t 6% 31, 48/

birthdays schools BRFS  family hometowns
members 4

20/, 23/

vacatlon pets’

-

4, 3% 331

favorite favorite favorlte
TV shows musicians 00 S

Over-sharing
Information

Scammers and - hackers
often use these details to
create targeted phishing
emails that could expose
your computer to viruses
or get you to reveal login
details for your email
account, social media
profiles, or bank accounts...

Dr Stephen Hill
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Fake Accounts/Connection Requests

= One of the more elaborate schemes
that's becoming increasingly popular is
the creation of fake accounts that send
friend or connection requests to users
within the network

= Once a fake account is connected to a
user, it's relatively easy to trick the user
into clicking a malicious link...

4

Jack Mcanhv , 0
og\
Q‘

45“‘

Assocate

Dr Stephen Hill
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Fake Accounts/Connection Requests

I T Mia Ash
- . Mia Ash 500+ s
Photographer at Mia's Photography !
London, Greator London, United Kingdom | Photography “ ’Q

Mia's Photography
Lof Studios, Clapham Studios
Goldsmiths, University of London

Once a fake account is connected to a user, it's relatively easy to trick

the user into clicking a malicious link.

This is just what happened in ‘The Curious Case of Mia Ash’, a fake
LinkedIn persona that was designed to establish relationships with
employees at targeted organisations...

a mgmﬂee.};;e} Nm fotga‘ll Dr Stephen Hill
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Social Media & Metadata Footprints
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Follow the evidence

|
Add a comment

197 7

views faves

@ £/8.0

[S9] 200

(D show EXIF

o

comments

OLYMPUS E-620
Olympus Zuiko
Digital 40-150mm
F3.5-45

(= weao

%\ Flash (auto,
did not fire)

Taken on May 2, 2021

© All rights reserved
CALIF. Las Vegas
-
Los Angele:
os Angeles . Lpiz. NoM.

= Mapbox 5 OpenSteetMap - Inprove this map

Cross Roads, California, United States
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Key Points to Remember When Using
Social Media Sites

= DON'T over-share personal information

= DON'T click on suspicious links or posts

= DON'T accept connection requests from people you don't know

= DO use strong, unique passwords for each platform

= DO use two-factor authentication whenever possible

= DO regularly check your privacy settings on each social platform

= DO check which third-party apps have access to your social media profiles

= DO actively monitor your social media accounts

= DO educate yourself and your employees on social media attacks and threats

J pmrmﬂ?};g Alm f‘%&a"l Dr Stephen Hill
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Gates predicts death of the password

Traditional password-based security is headed for extinction, says
Microsoft's chairman, because it cannot "meet the challenge” of keeping
critical information secure.

FEBRUARY 25, 2004 1:27 PM PST
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An instalect keylogger ::::::::
infercents passwords -
Automated guessing of
. billions of passwords until
H oW d Social the correct one is found.
. Engineering @3
Pa SSWO r d I S Altackers use social
engineering techniues to %
H a C ke d trick people into revealing Interception
passwords.
Passwords can be
intercepted as they are
transmitted over a network
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What makes a secure
| password &
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The
Password
Dilemma

AlB’
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Ooo00o00ooooo0oooc
UNCOMMON
(NBOAU ~GIBBEREH)

(o)
T T b
CAPS? NOMERAL
=] SUBSPEUWWS ooo
. PUNCTURTION
e o B oono

(=)=} ooo
oaoo a
2¥= 3 pavs AT
1000 GUESSES /sEC

(mmm:mn\amnmazm:
YES, CRACKING A $T0iEN

DIFFicOLTY T0 GUESS:

WAS IT TROMBONE? NGO,
TROUBADOR, AND ONE OF
THE Os WAS A ZERD?

\
AND THERE WAS
SOME SYBOL... ™

DIFFICULTY T0 REMEVMBER:

HARD

Correct home battery stap!e

——— —
L‘U,\UZI* Et:ﬂ'jnj oooooo g F 100
Oooood Doood 00000

N oona

COMMON WORDS

~ 44 BITS OF ENTROPY

DIFFICOLTY T0 GUESS:

HARD

DIFFICULTY T0 REMEMBER:

YOUVE ALREADY
MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS To GUESS,

Dr Stephen Hill

43



AIB 2020

Three random words or
#thinkrandom

Campaign by the o
National Cyber °_
Security Centre s

(NCsC)

PART OF BLOG You're probably aware that there's a lot of guidance out there on
ol what makes a good password — and it can be incredibly confusing.
This blog post shouid help.

For home users we are working with Cyber Aware, advising that you

create passwords using three random words. You just put them
together, like ‘coffeetrainfish’ or ‘walltinshirt.

.
CI'Ol'lel'-l Nm 0 2 1 https://www.ncsc.gov.uk/blog-post/three-random-words-or-thinkrandom-0
Inform - Advise - Protect HTUO'/
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Secure password generator to help keep you safer online

Length:
33

Canyon-Miss-Scientific-Anywhere-5

O

Min words

Min Length (including the separator)

Separator I:l (Multiple values will be used randomly, try *&"o8$:! )
Make First Letter Uppercase

Append random number to the end (0 - 9)

[J  Save these options.*

Additional dicionaries
0 Jargon file

] Scence terms

Generate password W

‘ C:I: 9}}59}:;1 Alm'l(’)t'ga"/ https://correcthorsebatterystaple.net Dr. Stephen Hill
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How Can Businesses Protect Passwords?

The NCSC has outlined four ways that businesses can improve system security:

ALL corporate web apps requiring authentication have HTTPS in place
Ensure that any access management systems you manage are protected
Protect access to user databases

#ThinkRandom

Prioritise administrators, cloud accounts and remote users...

Croner-i AJB2927
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* Regular password changing harms rather than

* BUT — users must change their passwords on

Password Advice

Smpifying Your Agprosch

Password
Guidance

improves security —so AVOID placing this burden
on users!

indication of suspicion or compromise

@ Croner-i [AJB2027
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111 BreachAlarm Home  Business Sources Blog Help  login or Signup

Password hacking compromised more than
150 million accounts this past year.

Email

Find out if a password hack has exposed your password online.

Exposed?

We scan the Internet for stolen password data posted by hackers, and let you know if we spot
your email address in a security breach. orlearn more below!

Get notified of hacks that affect my password:

Check Now & Email Watchdog FREE and paid plans

https://breachalarm.com

Ashley Madison breach contains over 30 Million passwords

622,815,615 852,132 14,056 160,007,279

Hacked Accounts Detected Stolen Passwords per Day Password Hacks Found Passwords in Largest Hack

gmﬂgﬁ:e} Nmfotg G‘1I Dr. Stephen Hill

9

Email "-have i been pwned?

Checkif you have an account that has been compromised in a data breach

Exposed?

@ (Generate secure, unique passwords for every account  tesmmereat Passioricon

Croner-i AIB2927
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Password
Management

Password Managers

= According to Keeper Security, 81% of data breaches are due to weak password

security with the average cost of a data breach to a company coming in at $7
million

= Password managers let users create hard-to-break passwords and
automatically log in to websites without having to remember those passwords

= Many also analyse the strength of passwords, monitor accounts for data
breaches, and provide secure private browsing networks...

n m (R e )

LastPass Bitwarden Keeper Dashlane 1Password KeePass

-i 021
JQ%‘%!?&% AIBélrtual Dr Stephen Hill
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Inform « Advise + Protect

2 Investopedia

AlB’7/

Password Managers

The 7 Best Password Managers of 2021

Best Overall: LastPass 7]

Best for Extra Security Features: Dashlane 2]
Best Multi-Device Platform: LogMeOnce 7
Best Free Option: Bitwarden &

Best for New Users: RememBear 2]

Best for Families: 1Password [7]

Best Enterprise-Level Manager: Keeper [z]

Dr Stephen Hill
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v Pros

Inform - Advise « Protect

* Easy to use
* Feature-rich free version

* Multi-factor authentication (MFA)

AlB/ 7

LastPasse--|

We chose LastPass as the best overall because it offers a rich set of free features allowing most
users to get everything they need without paying anything. It can be accessed on most
browsers and virtually all smart devices and also offers more robust sharing features through
its paid versions.

SIGN UP NOW

x Cons

* Outdated desktop apps
* Can’t auto-fill some personal data types

* Website hacked in 2015

LastPass was created in 2008 by four developers tired of having to encrypt and decrypt their
password document every time they updated it. By the time it was bought by SaaS company
LogMeln in 2015, it had grown to seven million users supported by just 30 employees.

Dr Stephen Hill
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]
I.:I DASHLANE SIGN UP NOW

We chose Dashlane as the best for extra security features because it offers dark web scanning
for data leaks, a secure virtual private network (VPN), and a password changer option.

v Pros x Cons

* Easysyncing between devices * 50 password limit on free plan

*  Built-in VPN * Free plan limited to use on one device
* Dark web monitoring ¢ Limited cloud storage

French-based company Dashlane launched its password manager in 2009 which has quickly
risen to become a major player in the marketplace. It offers both a robust free plan and paid

plans with additional security support for its customers.

‘ gmﬂee-go:ea Nm] !0[' 5O'1I Dr Stephen Hill
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NCSC Password Guidance

This Guidance is free and available at the NCSC Usingpasswords

i Create S'r;song 9 Use 2FA to protect
=)=
Create Strong Passwords et

your account
&=

 Keep Passwords Safe

Look after your

rds.
o e

What to do Password Compromised...

@ Croner-i AAJB2921
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Cyber Risk IN 101 LogIN

10100101001010110*-- -

Management 101010 NAME ADREs.

101001010010101101001v.

1010110101011010110
s N10010 01101001001

®" Croner-i

What is Cyber Security?

Cyber Security is the protection of devices,
services and networks - and the

information on them - from theft or
damage via electronic means.

Dr Stephen Hill
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Computer Security - checklist

» Harden your devices

* No matter which OS used always keep it up to date
» Passwords - multi factor authentication
* Limit the number of applications running on a
device
 Antivirus & Malware

* Use real-time applications
* Run both - anti-malware differs from anti-virus
» Ensure the use of a firewall on mobile devices

* Physical Security

 Consider disconnecting camera(s) and microphone
» Encrypt and wipe devices before recycling
« Turn off WiFi & Bluetooth...

gmﬂee-}:;e;f Nmfof 50'1/ Dr. Stephen Hill
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10 Steps

10 Steps to

AR I C;
Moo e

Cyber Security

Managing user

privileges Cob

Network Security
x

T=) UYser education
Q:=) and awareness

Set up your Risk
Management Regime

Removable
media controls

Home and

mobile working ﬁ

Secure configuration

For more information go to & www.ncsc.gov.uk W @ncsc

Croner-i AJB2927
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Croner-i

Inform + Advise + Protect

What you can do to
combat cyber attacks

‘ P —

ory, Broach

User Education

NCSC
Guidance

Who might be
attacking you?

AlB’7/

Network Perimeter Patch Management
Defences D

; Monitoring

@ Malware Protection

@ Malware Protection

Password Policy

== Secure Configuration

£8 Secure Configuration
= r
Eb User Access
£600K-£1.15m ) User Training
Average cost of
security breach 5
ﬁ |i.| Device Controls
HU e e

Controls For
The Affect Stage

10 Staps To Cyber Security

81%
of large
companies
reporting
breach

D www.ncsc.govuk W @ncsc
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Inform + Advise + Protect

Breach

Patch Management

Apply patches at the earliest possibility
to limit exposure to known softwa
vulnerabilities.

Monitoring

Monitor and analyse all network activity

to identify any malicious or unusual activity.

Malware Protection
Malware protection within the internet
gateway can detect malicious code
in an important item.

Secure Configuration

Remove unnece ary software and default
user accounts. Ensure default passwords
are changed, and that automatic features
that could activate malware are turned off.

AIB%r tual

User Access

restrict the applicatior

that users can acce

User Training
User training is

B
&R

reducing the likelihood of
social engineering attacks

Device Controls
Devic
be

to critical ¢

d to prev

sServic

Well maintained user acce

privileges

nt unauthorised &
services or inherently ins
s that may still be

5 controls can

and data

extremely valuable ir
successful

within the internal gateway should

cure

required internally.
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' Think Privacy!

‘ 4 L
Croner-i AIB2927
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Setting Up New Accounts

to work from home

» When setting up a new account consider the following:

* Strong passwords
» 2FA (Two-Factor Authentication)*

* Double checking the person trying to login in is genuine...

» Many organisations will be setting up new accounts allowing staff

Dr. Stephen Hill
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How do | set up 2FA?

» Some online services will already have 2FA switched on by default

* [he option to switch on 2FA is usually found in the security settings of
the account (where it may also be called 'two-step verification')

* The website www.telesign.com/turnon2fa/tutorials contains
instructions on how to set up 2FA across many popular online services

» YOU can also visit the site for more information on 2FA such as Twitter
for example

* Nttps://help.twitter.com/en/managing-your-account/two-factor-authentication...

‘ gmﬂee-}:;e;{ Nmfot 501/ Dr. Stephen Hill
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Data Exposure - Risk & Remedy

» Remote workers are more likely to have their devices stolen (or
lose them) when they are away from the office

» Make sure devices encrypt your data which will protect your
company data on the device if it is lost or stolen

 Today most modern devices have encryption built in, but it may
need to be turned on and configured

» Most devices include tools that can be used to remotely lock
access to the device, erase the data stored on it, or retrieve a

backup of this data. ...

Dr Step
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Encryption

L

Plaintext

10100111011
100 ol
ol0 oll
i ol
00 10
101 m
1oiliiooliol
Ciphertext

=

Plaintext

Dr Stephen Hill
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Encryption

» Encryption is the conversion of meaningful text (plaintext) into meaningless
text (cipher text) in a manner that can be reversed by anyone with the
encryption key

* Encryption protects information stored on mobile and static devices and in
transmission

» It is a way of safeguarding against unauthorised or unlawful processing of
data

* Organisations should consider encryption alongside other technical and
organisational measures, taking into account the benefits and risks that it

Dr Stephen Hill

can offer...
https://ico.org.uk
@ Croner-i AIB2027
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How Encryption Works
A
opNAIFY
Staff Otwaelfs6 — Staff
Payroll Ggks0Q= Payroll
Unencrypted Encrypted Decrypted
Plaintext Ciphertext Plaintext
Message ? ? Message
Encryption Key Decryption Key
@ Croner-i AIB2921
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=. Microsoft Office Windows Surface Xbox Deals Support More ~

Windows Support Downloads Community Contact us

Turn on device encryption

Device encryption helps protect your data by encrypting it. Only someone with the right encryption key
(such as a password) can decrypt it. Device encryption is not available in Windows 10 Home.

1. Sign in to Windows with an administrator account.

2. Select the Start 88 button, then type manage BitLocker.
3. Select Manage BitLocker from the list of results.

4. Select Turn on BitLocker, then follow the instructions.

If you need to decrypt your PC, find your recovery key.

gﬁ%@?ﬂﬂ Almfot 50'1/ Dr. Stephen Hill
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=. Microsoft Office Windows Surface Xbox Deals Support More v
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Windows SUppOf’t Downloads Community Contact us

[

Email

How to encrypt a file

[}

Print
File encryption helps protect your data by encrypting it. Only someone with the right encryption key (such as

a password) can decrypt it. File encryption is not available in Windows 10 Home. & Subscribe RSS Feeds

1. Right-click (or press and hold) a file or folder and select Properties.
2. Select the Advanced button and select the Encrypt contents to secure data check box.

3. Select OK to close the Advanced Attributes window, select Apply, and then select OK

Last Updated: 20 Nov 2017

gm&s&a Almf!(”t 501/ Dr. Stephen Hill
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Mac
FileVault 2

Cr%lerfl Almrrtual

Use FileVault to encrypt the startup disk on
your Mac

FileVault full-disk encryption (FileVault .))n s XTS-AES-128 encryption with a 256-bit
key to help prevent unauthorized access to the information on your startup disk

T
AODE A EEROSNR LT @M Y
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Internet Privacy
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- Name the

browser
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Inform - Advise - Protect
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How Transparent
are You?

https://panopticlick.eff.org

Is your browser safe against tracking?

‘When you visit a website, online trackers and the site itself may be able to identify you -
even if you've installed software to protect yourself. It's possible to configure your browser
to thwart tracking, but many people don’t know how.

Panopticlick will analyze how well your browser and add-ons protect you against online
tracking techniques. We'll also see if your system is uniquely configured—and thus
identifiable—even if you are using privacy-protective software.

Inform + Advise + Protect

AlB/ 7

Only anonymous data will be collected through this site.

Panopticlick is a research project of the Electronic Frontier Foundation. Learn more

< 1)

OF THE

ABOUT PANOPTICLICK DONATETOEFF CONTACT PRIVACY CG-LICENSE

Dr. Stephen Hill
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Think before you Search

» Major search engines tend to use cookies on devices to track
what you are searching for on the Internet and what you-might
be interested in

« The main aim of this form of tracking is to profile web users
and use the collected information to send targeted ads

* Privacy is an issue so is Google safe to use?

g}n-qg&eeﬁlcl Nm!otga"l Dr. Stephen Hill
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G==gle
United Arab Emirates
Careful what you search for ... someone could be looking!
Google Search I'm Feeling Lucky
Google ae offered in: 2w-? s B 0

@ Croner-i AIB2921
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Consider a privacy focused
search engine such as StartPage
or DuckDuckGo

The world's most private search engine

§_1_Z_E_I_I_'!Zpag'e.c0m

DuckDuckGo

Help Spread DuckDuckGo!

Dr. Stephen Hill
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Hiding your
|dentity

Online

gmﬂgﬁ:e} Nmfotg G‘1I Dr. Stephen Hill
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Virtual Private Network (VPN)

VPN server
IP: 456

Website operators
see VPN Server’s IP,
not yours

Your Computer Hacker’s can’t
P:123 steal your data

Snoopers &
—A Governments

Provider (ISP)

Source: 360 Total Security

gmﬂgﬁ:eg Almft%g 01/ Dr. Stephen Hill
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The Onion
Router (TOR)

AlB’7/

Inform - Advise - Protect

Anonymity Online
Protect your privacy. Defend yourself

against network surveillance and traffic
analysis.

7
e

@ Download Tor =

What is Tor?
Tor is free software and an open network that
helps you defend against traffic analysis, a
form of network surveillance that threatens
personal freedom and privacy, confidential
business activities and relationships, and state
security.

Learn more about Tor »

I@ ' Home About Tor

Documentation Press Blog

= Tor prevents people from
learning your location or
browsing habits.

= Tor is for web browsers,
instant messaging clients,
and more.

= Tor is free and open
source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network
of relays run by volunteers all around the world:
it prevents somebody watching your Internet
connection from learning what sites you visit,
and it prevents the sites you visit from learning
your physical location.

Get involved with Tor »

Dr. Stephen Hill
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Connecting
to Tor

Inform + Advise + Protect

AlB/ 7

Entry guard

82—l

Tor client

network °

== Encrypted by Tor
«=+ Not encrypted by Tor

Destination

st

Exit relay
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= ‘@ O @& https:/fwww startpage.com s T}

a www.startpage.com

Secure Connection

& Tor Circuit

This browser

France Guard
Romania

Germany

startpage.com

Startpage.com

Your Guard node may not change. Learn more

Permissions e
You have not granted this site any special

permissions.

The world's most private search engine
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Look at the URL

(@ & https://en-gh.facebook.com

Email or Phone Password
I
fa Ce book Forgotten account?
|
~ Facebook helps you connect and share with the Create an accou nt
people in your life.

It's free and always will be.

| g X
. 5 § L a g First name Sumame
| £ 8
4 . 2 & Mobile number or email address
¥ ¥
g & i New password

(@ €& Facebook, Inc(US) https:/fvwww. facebookcorewwwi.onion
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BBC News launches 'dark web' Tor mirror
& G () da British Broadcasting Corporation(GB) https:/www.bbcnewsv2vitpsuy.

® 23 October 2019 f © W [ < shae

e ———
| I\IIEES l T@Sl‘

Em Site Information for www.bbcnewsv2vjtpsuy.onion

V\/ El cC B Connection ;

Secure Connection
Thursday, ¢

# customis. (3 10 Circut

T This browser
—a— O United States | Guard
5 Finland
|
The BBC has made its international news i i via the Tor 0 N0|Way
network, in a bid to thwart censorship attempts. [ R |
0 Relay
The Tor browser is privacy-focused software used to access the dark web },
ol® , ! O Relay
The browser can obscure who is using it and what data is being accessed, which l
can help people avoid government surveillance and censorship. O Relay

—

Countries including China, Iran and Vietnam are among those who have tried to
block access to the BBC News website or programmes.

Croner-i AJB2927 or. e
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Security Verdict

Run TOR Over VPN

» User first connects to the VPN establishing the secure, encrypted tunnel

» The traffic then passes through the Tor network, and after the encrypted data
comes out of the exit node, it's transferred to the VPN server, before it finally
makes it way to the Internet

» This makes you more anonymous online as the VPN provider can't see your IP
address, and also keeps you safe from malicious nodes because the data is still
encrypted when it emerges from the exit node of Tor...
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132

Dr Stephen Hill



AIB 2020

133

Get into Good Habits - things to check

» Install the latest software and app updates onto all your devices including mobiles and tablets
* They contain vital security updates which help protect your device from viruses and hackers
» Use a strong, separate password for your email account

» Hackers can use your email to access many of your personal accounts, by asking for you password
to be reset, and find out personal information, such as your bank details, address or date of birth,
leaving you vulnerable to identity theft or fraud

» Secure your tablet or smartphone with a screen lock
 Give your device an extra layer of security by setting it to lock when you aren't using it
» Always back up your most important data

* Safeguard your most important data such as your photos and key documents by backing them up
to an external hard drive or a cloud-based storage system...
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Get into Good Habits - things to check

» Don't use public Wi-Fi to transfer sensitive information such as card details

» Hackers can set-up fake WiFi hotspots, which might enable them to intercept sensitive information
you are transferring online

» Don't ‘jailbreak’ or root’ your smartphone

 Jailbreaking or rooting turns off software restrictions placed by the manufacturer, allowing you to
download and install apps which aren’t available through official app stores

» Beware of fake websites

» Cyber criminals can set-up fake websites to try and get you to share sensitive information, such as
your bank account details or passwords, or download malware (malicious software) which can infect
your device and damage or delete the data you have on it

» Never click on suspicious links or attachments

* Beware of suspicious emails. Even if they seem to come from a company or person you know,
contact them by other means to check they are genuine...
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%lNational Cyber
22+~ |Security Centre

This is our new site, your feedback can help us to improve it.

AbOUtNCSC  Informationfor.  Advico & guidance  Education&skills  Products & sorvices  Keep up to date

Top tips for staying secure online N csc LI n ks

Top tips to ensure you are doing all you can to secure you and your family online

https://www.ncsc.gov.uk/information/
infographics-nesc

INTHIS GUIDANCE

Top tips for staying secure
online

Protoct your email by
ez e https://www.ncsc.gov.uk/collection/top-
bt et e tips-for-staying-secure-online
cncoppupdacs

Turn on two-factor
authentication on your
email

Password managers: how
thoy holp you securo
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Video conferencing

Using services securely

1. Downloading video

conferencing
software ﬁ

joining calls

« Do not make cals public. Connect directy to

3. Hosting and g@

o danriondtiram vuvid souces w4
+Apo Store r Gocgle Ply). o romthe
Sonree provdar’s oA webss.

h webzites 3nd.

i B PN

o P voson

e ot
S L

What is video

« Chack the privacy sattings. You shouid make sure

contacts/address ook, o provide private
links to the individua contacts f possible sat
up the cll 50 that 3 password 1 equired o

« Considr using B lobby festure 1o ensure you
u»quw;h.“ sred Mot surspecple s
whothey 3. ' they join the ¢l
e st
el with this,

conferencing? S st Voo oo

2. Semng up video

i
You're 003 ¢3i Would you wantto share that

Imsiruactions on how 0 60 this o the support
website for your video conferencing envice

et passwords, and Gl lor someone 1o guess.
3vailable.set up two factor suthentation (2FA) for the
3ccount (snd for your device 3nd other 5pps. 1
available)

conferencing

services 4. Keep all devices
yourvideo n

Vet vkdeo confetepsing) 1 Oerent 10 SRV up to date

poiving
AePwr'uNan\ennatha\l mperiact

«Teste frst
i

and that your intermet connecgion i fast enough. Learm
Row1o mute your microphone 3nd how o furm off the.

* Many services sl youto record e mesting shars
s ‘whatis on somebody's screen Find o
Powto el f the call 5 being recorded

your device's

ing sysam) hanave e romsted

e 68w foatures and Enmediaty
prove your securty.

Home working:
Managing the cyber risks

1. Setting up user ggo‘e

accounts & accesse:

Recommended Guidance

et srnashen

3. Controlling acces:
to corporate systems

Tovew Yol pasEwarI oIy WmpleTent
two-tactor authentication (ZFA) wher
sesiisbie

2. Preparing for g@
ing

lome workil

2ervices 5o teams can sl collaborste.

canhelo you
choose and o outa range of poputar
services. inaddition:

= Consider producing How do 7 guides for

omad). Ifyouve notused one before, refe 1o te
ich covers everything from choosing &
VN1 the advice you give o staff
Hyou already use a VPN, make sure i€’ fuly patched. Y
mayneed xira censes. capacty orbandadnfyou .
porting more home workers.

4. Helping staffto 5,1@
look after devices
Vinethar using their own Gevice of e organisaton's
e risks of e B otside
The ofhce. When not i use, staffShoOUId Keop GeVices.

Make sure they know whatto.do (and who to cal) i

3
= Devices are more likely to be stolen (orlost)

Enaure stafl understand how to keep software and

ot whilst ¢ rest. Most modem devioes have.
‘encryption builtin. st may need t5 be tirmad
et

e motile device management (MOM)
* Soare b s s i s st

5. Using removable &

ol lockad. o have e srased o

media safely (f A]
dat, o1 iy s and can nroduce malvare nko your

problems, of rolze support calls This 15
spacialy important for security isvomn

na\uonvmav»&mﬂ.\qumnmwa
s 3y 0043 where 3ppropeia

‘when home workng should work through the

wecac govak WENCSC @ Waioas e &

» rotact ata atrest encryp on removable media

+ encoursge i
nine 105,
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Data
Protection
News
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New Zealand privacy watchdog John Edwards chosen
as next information commissioner

Written by Sam Trendall on 26 August 2021 in News

Government chooses preferred candidate to replace Elizabeth Denham

Credit: Doc Searls/CC BY 2.0

The government has announced that New Zealand privacy commissioner John Edwards is set to become the UK’s next
information commissioner.

Edwards has been chosen as the preferred nominee for the regulatory role, which is set to be vacated in October when incumbent
Elizabeth Denham ends her five-year stint in the hot seat. His appointment is subject to approval by the Digital, Media, Culture and

Sport select committee.
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GDPR

Alex Hern
¥ @alexhern

f)w)=

Croner-i AJB20

UK to overhaul privacy rules in post-
Brexit departure from GDPR

Culture secretary says move could lead to an end to irritating
cookie and ¢ online

req

ses strict restrictions on what data controllers can do with sals' pe fata Photograph:

Britain will attempt to move away from European data protection regulations
as it overhauls its privacy rules after Brexit, the government has announced.

The freedom to chart its own course could lead to an end to irritating cookie
popups and consent requests online, said the culture secretary, Oliver
Dowden, as he called for rules based on “common sense, not box-ticking”.

But any changes will be constrained by the need to offer a new regime that
the EU deems adequate, otherwise data transfers between the UK and EU
could be frozen.
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Introducing \

Launch Date
October 5, 2021
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Inform - Advise - Protect

Office 2021 is not like Microsoft
365, which offers a cloud-

ﬂ Ofﬁce based work experience

FESENDEC Office 2021 is a one-time
purchase that provides Office
202] programs for a'single computer

for a single upfront payment.
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